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Head Office, Pune - 411005 22.06.2020
Dear Valued Customer,

Thank you for banking with Bank of Maharashtra!

Security of your account is of utmostimportance to us. In our endeavour to continue
educating our customers on security, we are hereby publishing the Customer
Awareness - 17. Please find the same below. Hope you will find it useful and
informative.

Customer Awareness - 17
ishing Attack Campaign by Malicious Actors

Computer Emergency Response Team-India (CERT-In) has issued an advisory
regarding a potential large scale phishing attack campaign against Indian
individuals and businesses (small, medium, and large enterprises). The detail
advisory is available on CERT-IN website. Here we are giving gist of the same for
your information.

e The Phishing campaign is expected to impersonate government agencies,
departments and trade associations who have been tasked to oversee the
disbursement of the government fiscal aid.

e The Spoofed Email ID which could be used for the phishing email is expected
to be ncov2019@gov.in.

e Expected Phishing E-mail Subject Line: Free Covid-19 testing for all
residents of Delhi, Mumbai, Hyderabad, Chennai and Ahmedabad.

Preventive Measures:
1. Don't open or click on attachment in unsolicited e-mail, SMS or messages
through Social Media.
2. Exercise extra caution in opening attachments, even if the sender appears to
be known.
3. Beware of e-mail addresses, spelling errors in e-mails, websites and
unfamiliar e-mail senders.
4. Do not submit personal financial details on unfamiliar or unknown websites /
links.
. Beware of e-mails, links providing special offers like Covid-19 testing, Aid,
Winning prize, Rewards, Cashback offers.
. Check the integrity of URLs before providing login credentials or clicking a
link.
. Itis advised to encrypt/ protect the sensitive documents stored in the internet
facing devices to avoid potential leakage.

- By Chief Information Security Officer, Bank of Maharashtra




